New Students: Set Up Your SEU Account

Welcome to Southeastern University! This guide will help you set up your Single Sign-On (SSO)/Multi
Factor Authentication (MFA) for your SEU account.
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1: Create a password

To begin with your SEU account, you need to make a password. As of 9/10/2025, here are our password

Do notinclude words relating to the school, i.e. SEU, southeastern, etc. You may receive an error.

Avoid common phrases and psalms. You may receive an error if Microsoft recognizes if parts of it

requirements:

1. It must be at least 20 characters. Phrases are acceptable.

2.

3.
are too commonly used.

4. Come up with something unique to you that you will remember. Save it in a secure personal
password manager, if needed.

5. Do not share your password. No one, not even IT, should be asking you for your SEU password.

6. Going forward, you cannot reuse your last 10 passwords.

How to create your first SEU password:

1.

Go to the self-service password recovery link:
Password setup

Enter your SEU email address that you received in
your welcome email. Then, fill out the CAPTCHA
prompt and select Next.

A Microsoft Online Password Res: X ar
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25 passwordreset.microsoftonline.com

SEU

Get back into your account

Who are you?

To recover your account, begin by entering your email or username and the characters in the picture or aud
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Enter the characters in the picture or the words in the audi. *
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A Microsoft Online Password Re: x ar

You will be prompted to send an email <
containing a verification code to your
PERSONAL EMAIL. This will be the email

you used when you applied to SEU. Select
Email.

Please choose the contact method we

® Email my alternate email

SEU

25 passwordresetmicrosoftonline.com

Get back into your account

verification step 1 > choose a new password

should use for verification:

You will receive an email containing a verification code at your alternate email

address (bI"™™==***@hatmail.com).


https://aka.ms/sspr

4. Checkyour personal email for an email from Southeastern University account email
msonlineserviceteam@microsoftonline.com that verification code
contains a code. You will need it for the next step.
a. NEVER share this code with anyone, especially

@ Microsoft on behalf of Southeas...

anyone over the phone. In the future, if someone
asks you for this code, please reset your

password and/or reach out to the SEU IT Help e e

Desk.

Your code is: 129107

A Microsoft Online Password Res: X +

5. Enterthe code you received in the email and

= c 25 passwordreset microsoftonline.com

select Next.
SEL
Get back into your account

verification step 1 > choose a new password

Please choose the contact method we should use for verification:

® Email my alternate email We've sent an email message containing a verification code to your inbox.

6. Create a password based on the password policy listed above L @Rt £ ey

I

a n d S e l.e Ct F i n i s h . < C 2% passwordreset.microsoftonline.com

SEU

Get back into your account
verification step 1 > choose a new password

* Enter new password:

* Canfirm new password:

& Microsoft Online Password Res: X ar

7. When prompted that your password has been reset,
you may close this browser tab. The next sections will [& B passwordreset microsoftanline.com/Do

walk you through setting up MFA on your account and
accessing your SEU My Apps dashboard at SEU
https://myapps.microsoft.com.

Get back into your account
@ Your password has been reset


mailto:msonlineserviceteam@microsoftonline.com
https://myapps.microsoft.com/

2: Choose your MFA option
To access your SEU Microsoft account, you must have at least one of the following MFA methods set up:

1. Microsoft Authenticator
2. Phone (SMS)
3. Another authenticator app

Please see each section’s pros and cons to determine which MFA method(s) are right for you.

2.1: (Option 1) Microsoft Authenticator App

The Microsoft Authenticator app is SEU IT’s recommended MFA method. It sends a notification to the
Microsoft Authenticator app to your phone when you log into your SEU account. Type in the two-digit
number into your app and you gain access to your account.

Pros:

1. The push notification allows for the fastest and most secure login option.
2. You have the option to view an offline, 6-digit code if your phone has no internet or data
connection.

Con:

1. Ifyou replace your phone, you will either need to use a backup MFA method to access your
account, such as Phone (SMS), or contact the SEU IT Help Desk during business hours.

You can set up the Microsoft Authenticator app from just your phone, or by using your phone and your
computer. Both paths have the same result: You will set up the Microsoft Authenticator app on your
mobile device and use that lo log into your SEU account going forward.

2.1.1: (Option 1) Set up your account from a phone

These steps will assist you in setting up your MFA all from your phone — no QR code scanning or second
device required to display a QR code.

If you are having issues with setting up your MFA using just your mobile device, you can log into your
Microsoft account on a computer instead — instructions for that are in the next section.

1. Onyour mobile device, go to the App Store (iPhone) or Microsoft Authenticator =

Protects your online identity
Microsoft Corporation

Play Store (Android) and search for Microsoft

Authenticator. Verify that the app developeris
Microsoft Corporation and install the app.

Free

~

2. Openthe Microsoft Authenticator app. If prompted at any pointin the setup process, allow for
push notifications.

3. Open a mobile web browser, such as Safari or Chrome and go to https://myapps.microsoft.com.


https://myapps.microsoft.com/

4. Enteryour SEU email address and SEU 323 @M B oxsca75%a [l S21@KR 0% 56 75%8
password to Sign in. % login.microsoftonline.com/commc @ A % login microsoftonline com/comme @ A
8 Microsoft SEU
Sign in ¢ infstul@seu.edu

Enter password

Email or phone

Can't access your account?
Your account will be remembered on this device

Forgot my password

5. When prompted for More — ] 2
SELS SEU

infstul@seu.edu

information required,
select Next. At the Start by
getting the app screen,

select Next. Your organization needs more information to keep MiC!’OSOft Authenticator
your account secure

Keep your account secure
More information required

e Start by getting the app

Use a different account

Learn more On your phone, install the Microsoft
Authenticator app. Download now

After you install the Microsoft Authenticator

e app on your device, choase "Next"
| want to use a different authenticator app
Next
6. Atthe Set up your accountin the app screen, select Pair your Keep your account secure
account to the app by clicking this link. Microsoft
Authenticator will pop up and may ask you to unlock the screen. Microsoft Authenticator

When it prompts you that the Account added successfully, you

. . . . . Set ti
will see your SEU account listed in the Microsoft Authenticator é - PAOHE ackeliE

the app
app. Switch back to your mobile browser app and select Next.

When finished, come back to this setup
experience.

Pair your account to the app by clicking this
link.

Show QR code



7. Take note of the number on- Keep your account secure @ Are you trying to sign in?

screen. You will receive a push

Southeastern University
INFSTU1@seu.edu

notification from the Microsoft Microsoft Authenticator

Authenticator app Cl.|Ck on |t or —— Enter the number shown to sign in.
v etstiry itou Enter number here
switch back to the app to enter 52
the number. SeleCt YeS. Approve the notification we're
sending to your app by entering the YES
number shown below.
52 NO, IT'S NOT ME

Back | CAN'T SEE THE NUMBER

Keep your account secure

8. Once the notification is approved, select Next.
Microsoft Authenticator

Notification approved

Lwant to set up a different method

9. You should be directed to your SEU My Apps dashboard. If not, then go to
https://myapps.microsoft.com and log in if prompted. For more information on your dashboard,
see section 5: Accessing your application dashboard and important links.

10. You have successfully set up Microsoft Authenticator. If you replace your phone, you will either
need to use a backup MFA method to access your account, such as Phone (SMS), or contact the
SEU IT Help Desk during business hours. To set up Phone (SMS) as another login method, please
see the steps later in this document on how to add it.

a. IMPORTANT: Please DO NOT delete/uninstall the Microsoft Authenticator app from your
mobile device. You will need it for each time you need to log into your SEU account.


https://myapps.microsoft.com/

2.1.2: (Option 1) Set up your account from a computer

Please note that you will still need your mobile device to download the app and use it.

If you are having issues with setting up your MFA from just your mobile device, you can log into your
Microsoft account on a computer instead.

1. Onyour computer, go to https://myapps.microsoft.com.

2. Enteryour SEU email address and SEU

. . B Microsoft ==
password to sign in. o seu
Sign in « infstul@seu.edu
infstu1 @seu.edy Enter password

3. When prompted for More ‘ _
. . . SE0 Microsoft Authenticator
information required, select e T
tart tt t
Next. At the Start by getting S B e 9 B
. Your orgariation nesis more ixkormaiion o keep On your phone, install the Microsoft Authenticater app. Download now
the app screen, selectNext. | " . T e ——
Lwant to set up a differant mathod N

4. Onyour mobile device, go to the App Store (iPhone) or Play
Store (Android) and search for Microsoft Authenticator. Verify
that the app developer is Microsoft Corporation and install the

app.

Microsoft Authenticator 0
Protects your online identity
Microsoft Corporation

#3 in Productivity

Free

5. Onyour mobile device, open the Microsoft Authenticator app. If prompted at any pointin the
setup process, allow for push notifications.

6. Inthe Microsoft Authenticator app, o

select the +icon, then select Scan a

= Authenticator

QR code. If prompted, allow the app

to have camera access. Microsoft ‘
n_@gmanl.com Add work or school account

gg Scan a QR code

& Sanin

CANCEL



https://myapps.microsoft.com/

7. Onyour computer, atthe Set up your accountin bl e e

the app screen, select Next.

Set up your account

If prompted, allow notifications. Then add an account, and select “Work or school®

wo | N
Lwant to set up a different method
8. Use your phone camera to scan the QR code. When Microsoft Authenticator
you see that the Account added successfully on Scan the QR code
your phone’ SeleCt Next on your Compute r. :;E::fk:.,:.usrﬁ;.qc‘:;?;‘t:wawluc;:oraaal: scan the QR code. This will connect the Microsoft Authenticator
After you scan the QR code. choose “Next".
Can't scan image? |
Eal - |
9. Your mobile device will receive O ——— @ Are you trying to sign in?
a push notification from the _ .
o Let's try it out ISﬁ:él_}s:Ja‘st@esrzuUszersny
Microsoft Authenticator app. : :
. e . Approve the notification we're sending to your app by entering the number shown below Enter the number shown to sign in.
Click on the notification or = = Enter number here
open the app to type in the e i
code you see on-screen. ‘ _ vES

Select Yes on the app.

NO, IT'S NOT ME

| CAN'T SEE THE NUMBER

. . . Microsoft Authenticator
10. When you see that the notification is approved, select

Next. v

Notification approved

11. Select Done. You should be directed to your SEU My Apps dashboard. If not, then go to
https://myapps.microsoft.com and log in if prompted. For more information on your dashboard,
see section 5: Accessing your application dashboard and important links.

12. You have successfully set up Microsoft Authenticator. If you replace your phone, you will either
need to use a backup MFA method to access your account, such as Phone (SMS), or contact the
SEU IT Help Desk during business hours. To set up Phone (SMS) as another login method, please
see the steps later in this document on how to add it.

a. IMPORTANT: Please DO NOT delete/uninstall the Microsoft Authenticator app from your
mobile device. You will need it for each time you need to log into your SEU account.


https://myapps.microsoft.com/

2.2: (Option 2) Setup with Phone (SMS), aka text messaging

This Phone (SMS) MFA method will allow you to receive a text message with a code when you sign into the
SEU account. This is useful as most people are less likely to replace their phone number, whereas
replacing your phone is more common. However, there are still drawbacks.

Pro:
1. Ifyou don’t change your phone number, the Phone (SMS) option acts as a long-term MFA method.
Cons:

1. Text messaging is entirely reliant on your own cellular service. If you are in a location that does
not get good cell reception, then you are less likely to get the text with the code you need to log
into your account. Using the Microsoft Authenticator app or even another authenticator app
makes it so that even if your phone has no cellular, data, or internet connection, you can still log
into your SEU account.

2. Thisis not the fastest way to log in. The notification from Microsoft Authenticator makes logging in
much quicker and more secure.

Set up Microsoft MFA with Phone (SMS):

The following instructions assume you are performing the setup from a computer. However, you can set
up Phone (SMS) for MFA from a mobile device. You will just need to switch back and forth between your
phone’s mobile web browser and text messaging (SMS) app when you get to the relevant steps. If you are
having difficulties with the differences, then simply follow the instructions below.

1. Onyour computer, go to https://myapps.microsoft.com.

2. Enteryour SEU email address and
. . B —

SEU password to sign in. 8 Microscft SEU
Slgn in & infstul@seu.edu
infstul@seu.edy Enter password
MNoaccount?Createone! B seesesessssssessssned | 1
Can't access your account? Pa— .

=

3. When prompted for More information required, select Next. Select | want to set up a different

method, then select SEU Microsoft Authenticator Choose a different method %
Phone. infstul@seu edu

More information required A Microsoft Authenticator

prove sign-in request s
time codes

Your organization needs more information to keep
your account secure er yo of it
by want to use a different authenticator

Use a different account

Qg Phone
Set a call or text to '.:'|‘ n with a coge



https://myapps.microsoft.com/
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4. Choose your country code, then Phone
enter your full cell phone number You can prove who you are by receiving a code on your phone.
and select Next. What phone number would you like to use?
‘ United States (+1) ‘ Enter phone number
| @) Receive a code
Message and data rates may apply. Choosing Next means that you agree to the Terms of service and Privacy

and cookies statement

5. Your cell phone will Phone
receive a text with a 6-
d|g|t code. Enter it here We just sent a & digit code to +1

I Enter code

. Enter the code below.

and select Next.

R nd ¢

Resar e

Back

6. You are finished setting
up Phone (SMS) as your Phone
MFA method. If you
change your phone
number, you should m
contactthe SEU IT Help
Desk.

° Verification complete. Your phone has been registered,

7. Select Next and Done. You should be directed to your SEU My Apps dashboard. If not, then go to
https://myapps.microsoft.com and log in if prompted. For more information on your dashboard,
see section 5: Accessing your application dashboard and important links.



https://myapps.microsoft.com/
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2.3: (Option 3) Setup with a third-party MFA app

To use a another MFA app such as Google Authenticator or FreeOTP, you would choose I want to use a
different authenticator app during MFA setup.

Pros:

1.
2.

Some apps, like FreeOTP, are more lightweight and make it easier to manage MFA tokens.

Some apps, like Google Authenticator, allow you to log into a personal account and sync your MFA
tokens over to new devices. You must keep good track of this if you choose to do this as it is not
always reliable.

Any MFA app is a more secure login method than Phone (SMS).

You have the option to view an offline, 6-digit code if your phone has no internet or data
connection.

Push notifications are not supported, resulting in slower logins. For push notifications, use
Microsoft Authenticator.

Some apps are better than others; the choice is yours.

If you replace your phone, you will either need to use a backup MFA method to access your
account, such as Phone (SMS), or contact the SEU IT Help Desk during business hours.

While this option is available to you, it is not documented because each authenticator app differs from
one another, even though they generally perform the same function in providing a 6-digit OTP code. They
will funtion similarly to the Microsoft Authenticator app, except with no push notification.
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4: Set up personal email for password recovery

Your new account should have a personal email for password recovery. However, if it does not have one,
or you would like to add a new one, you may do so. You will not be able to use a personal email as an MFA
method or to reset your MFA method. If you need to reset your MFA method because you no longer have
access to it (changed phone or phone number) then please reach out to the SEU IT Help Desk at (863)
667-5028 during business hours.

To set up a personal email for password recovery:

1. Please go to your Microsoft account’s Security info screen and log in if prompted:
https://mysignins.microsoft.com/security-info

2. SeleCt Add Sign_in methOd. ¢ * %  mysignins.microsoftcom/security-info
] | My Sign-Ins
R Ovariiawe Security info

These are the methods you use to sign into your account or reset your password.
*¥# Security info

You're using the mo: in method where it applies.
. ctification Chan

Sign-in method when most adh rosoft Authenticator - notifica ge

£l Devices .
1 Organizations [ passwors e Change
B Settings & Privacy &) MR e T
D Recent activity
Lost device? Sign out everywheare
3. Choose Email. Add a sign-in method X
@ Microsoft Authenticator
% Phone
Get a call or text to sign in with a code
Email
I
4. Enter a personal email address. This cannot be Email ¥

an SEU email address. Select Next.

What email would you like to use?

[,f Cancel |

Email X

5. You will receive an email from Microsoft with a 6- ~ Jejust=enta c3“‘"3_C'"“"-“C"-”"E“i-fDm

digit code in your personal email inbox. It may

take a minute to receive it. When you do, enter it
here and select Next. Back ‘


https://mysignins.microsoft.com/security-info
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Security info

6. You now have a personal email
set up for self-service password

Sign=in method when most advisable is unaw

These are the methods you use to sign into your account or reset your password.

You're using the most advisable sign-in method where it applies.

ailable: Microsoft Authenticator = notification Change

recovery.
y -+ Add sign-in method
g
Last updated: C e
=] Password 9 hours ago o
& Microsoft Authenticato priee
& Push multi-factor authenticatior MFA) SssEy o

= Email

4.1: How to reset a forgotten password

1. Atthe screen where you need to enter your SEU password,

select Forgot my password.

2. Enteryour SEU email address, solve the
CAPTCHA prompt, and select Next.

--mm‘aul com Defete

P
SEU L
& infstul@seu.edu

Enter password

Password

A - ; P
Who are you:
rs in the picture or audio below

To recover your account, begin by entering your email or usermame and the characte

Email or Username: *

I jnfstul @s

Example: us




3. Select any of the available
recovery methods for your
account.

4. Once you have verified with whatever method

Get back into your account

verification step 1 > choose a new password

®) Email my alternate email You will receive an email containing a verification code at your alternate e

) Approve a notification on my

authenticator app

(J Enter a code from my m

authenticator app

14

you chose, you can change your SEU password.

As of September 2025, it still must be at least
20-characters long and cannot match any of
your previous 10 passwords. Select Finish.

Get back into your account

verification step 1+ > choose a new password

*

Confirm new passwonz

m e

If you have any issues resetting your password, please reach out to the SEU IT Help desk at (863)

667-5028.
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5: Accessing your application dashboard and important links

5.1: SEU My Apps dashboard (Microsoft Entra Application Portal)

SEU My Apps dashboard : https://myapps.microsoft.com

HH—— My Apps ~ SO Search apps

AppS dashboard B Addapps @ Create collection ¥ Customize view

Apps

' Apps 9% Settings

. . -
28 - i iSRTAL s iRE MySEY

Change of Status Financial Aid Portal Help Desk Portal Jics My College Roomie MyFire MySEU

rrrrr

SEU "‘

SEU Website Title IX

From your dashboard, you can access your SEU applications. This includes, butis not limited to, your
SEU email, MyFire, and JICS.

For most apps, like JICS, you can click on its tile and it will log you in.

5.2: Manage your account’s MFA methods

Another important page for you is your Microsoft account’s Security info.
Microsoft Security info: https://mysignins.microsoft.com/security-info

From here, you can manage your MFA methods and your personal email for password recovery. Check
here periodically. If you have old phones, phone numbers, or emails in there, you should remove them.


https://myapps.microsoft.com/
https://mysignins.microsoft.com/security-info
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